Job Aid — Mobile Device Migration

November 30, 2017

Intune Migration

Welcome,

You are following this guide, because you have a department issued mobile device (most likely an Apple iPhone)
You have also been invited to migrate your device, and have a scheduled time on your calendar.

We will “push” a two new icons to your device “Migration Help” and “Comp Portal”.

Please be patient...the icons will show up.

1. On your iPhone, select the “Migration Help” icon. Then select
Open in iBooks. This insures you have these instructions when
your iPhone is un-enrolled from AirWatch.

2. On your iPhone, you will notice another new icon.

3. Atyour scheduled time, you will notice that all your email, contacts and calendar items are gone. You
can verify this by going to Settings—>General and scrolling to the bottom. There should not be a “Device
Management” setting. This is referred to as “Unenrolled” if you have issues at this stage
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BEGIN ENROLLMENT

lzan LTE  &:40PM

Cancel

4. Once you are unenrolled, open the Intune “Comp Portal” app from step 2.

O Enter your Email Address B Microsoft

Signin
O Wait for the Natural Resources login page
Work ar school account

(similar to the page you see when logging into web mail) someone@example.com

O Use your CDFW password to complete the login process

Sign in frem another device

Can't access your account?

ssec0 Yaorizon = 5:20 PM 66% M-

5:20 PM 663 W < Continue
partment of Fish... Begin

5. Select Begin, and then Continue to
initiate the Enrollment Process.

Company Access Why enroll your
. . . ca?
o If your device has issues at this el , device"
We'll help you set up your device to
H H the C Portal,
pOI nt, a strateglc FEbOOt may ie;nct:rarﬁl agpsc::dp?:ﬁero;;ampany When enrolled, you'll be able to:
aSS|St |n reSO|V|ng ConﬂICtS ki - = Access the company’s network
?e"il:’e E"I"’t"“"e""‘ B » Get company apps from the
St Company Portal

access to company resources.
L » Remotely reset your phone to

factory settings if it is lost or
stolen

Device Compliance ..':t.\
You might need to set a passcode

or change your email . .
configuratian. » Automatically n_Donflgure yaur
company email account

More information about enrolling
your device 2 4
More about enralling your device

Skip Setup
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sseco VYerizon

6. Select “Continue” ssecoVerizon & 5120 PM 6% M

( Continue

<

o Then select “Enroll”

We care about your
privacy.

What comes next?

When you tap Enroll, your device will

ask you to do the following:
IT admin cannot see this on

your device: _
Call and web history + Install the Management Profile
« Location « Trust the remote management

source

Email and text messages
+ Contacts

For certain corporate devices, you
may instead be asked to verify the
Serial Number.

« Passwords
« Calendar
« Camera roll

If you want to enroll, it's safe to take

® ::'Jl'aflmin can see this on your these actions.
BB device:
» Model
« Serial number More about enrolling your device

+ Qperating svstem
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7. Select “Install” seeco Verizon 7 5:21 PM G5% ML+

Cancel  Install Profile

Management Profile
Califormia Department of Fish...

Signed by [OSProfileSigning. manage_microsoft.c
o

Verified "

o You will be prompted to enter your 4-digit passcode

Description  Install this profile to get access to
YOUr COMPANY apps

Contains  Device Enrollment Challenge

More Details

8. You may receive a pop-up similar to this.(see right) i T T
This website is trying to open

" ” Settings to show you a
o Select “Allow configuration profile. Do you
want to allow this?

lgnore  Allow
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9. Select “Install”

o then “Install” again

10. In the pop-up, select “Trust”

seecD Yerizon ¥ 5122 PM 65% -

{ Install

Cancel Warning

MOEBILE DEVICE MAMAGEMENT

Installing this profile will allow the
administrator at "https://
i.manage.microsoft.com/
DeviceGatewayProxy/ioshandler.ashx”
to remotely manage your iPhone.

The administrator may collect personal
data, add/remove accounts and
restrictions, list, install, and manage
apps, and remotely erase data on your
iPhone.

Remote Management

Do wou trust this profile’s source to
enrall your iPhone into remote
management?

Cancel
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ss8co Vorizon 522 PM G5% -
7" 7
11. Select “Done Profile Installed  { Done

Management Profile
California Department of Fish..,

Sigred by I0SProfileSigning manage.microsoft.c
om

Verified "

Description Install this profile to get access to
YOUr COMPaEny apps

Contains Mobile Device Management
Device Identity Certificate

Maore Details

12./n the pop-up shown to the right, select “Open”

Open this page in "Comp
Portal"?

o If you do not see this pop-up,

Cancel .
simply select the company portal app. @




Job Aid — Mobile Device Migration

November 30, 2017

13.Select “Standard iPhone” as shown. Once this final step is completed, 0 Safari sescc T 516 PM
it will take up to 60 minutes for your email, calendar items and contacts Device Category
to return to the device. Please be patient!
Choose the best
category for this
device

This category helps your IT admin
provide access to company
resources for this device. After
setting this category, you must
contact your IT admin to change it.

First Release

Standard iPhone

Kiosk Device

Hub/Room System

Congratulations - You’ve finished the initial migration.




